
Scams, Fraud and Cyber Crime

PC Tom Lee



See here the Take five to stop fraud video: YouTube

More information on the Take five website.

https://youtu.be/xcmwEvOvEnk
https://takefive-stopfraud.org.uk/about/take-five/
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All other crime

Cyber crime  and Fraud

Number of Incidents (thousands)

6.2 million

4.4 million

1.0 million 3.4 million

ONS: Crime in England and Wales: year ending Sept 2018



UK residents are 20

times more likely to 

be defrauded at their 

computer than held 

up in the street. 
(NCSC, October 2017).



Over 65s are three 

times more likely to 

lose money to 

fraudsters than to be 

burgled.
(Centre for Counter Fraud Studies, June 2018).
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Fraud & cyber crime in Kensington & Chelsea

• In 2018 there were 1351 reports of Fraud & Cyber crime made to Action Fraud

• This an average of £10,186 per victim

£

National Fraud Intelligence Bureau: NFIB Victim data Jan 2018 to Dec 2018



Fraud can be 

countered 

through 

awareness.



Fraud Enablers: (How are scams committed)

1. Phone 3. Email2. Online Sales

31%

National Fraud Intelligence Bureau: NFIB Victim data April 2017 to March 2018

12%15%

Fraud & cyber crime in the UK



Advance Fee

Online Shopping

Courier Fraud / Push Payment

Fraud & cyber crime in Kensington & Chelsea

Investment Fraud Payment Fraud

Software Service Fraud

National Fraud Intelligence Bureau: NFIB Victim data Jan 2018 to Dec 2018



“The clever manipulation 

of the natural human 

tendency to trust.” 

(hacking the human)

Social Engineering



1. Spoofing

2. Phishing

3. Smishing

4. Vishing

Masquerading 

Fraudulent Emails

Fraudulent Text

Fraudulent Phone Calls

Social Engineering



Spoofing (Disguising email or phone number)



Phishing

• No longer the International Prince

trying to get his funds out of the 

country!

More creative and accurate

(Scam emails)



Smishing

• Phishing via SMS messages

• Free apps allow you to change your 

number to be anything you want.

• It will automatically appear in 

legitimate conversations.

(Scam Text Messages)



Smishing & Phishing

• Don’t assume a text or email is genuine.

• Never click on links or attachments in unsolicited texts 

or emails.

• Don’t respond to requests for personal information or 

bank details



Vishing

• Scam phone calls

• They may know your 

basic details

• Background sound effects 

add authenticity

• Often put under pressure 

to make quick decisions



Vishing

“You will be arrested!”



Advance Fee

Online Shopping

Courier Fraud / Push Payment

National Fraud Intelligence Bureau: NFIB Victim data Jan 2018 to Dec 2018

Fraud & cyber crime in Kensington & Chelsea

Investment Fraud Payment Fraud

Software Service Fraud



Advance Fee

Advance fee fraud is when fraudsters target victims to 

make advance payments for goods, services and/or 

financial gains that do not materialise.

Examples Include:

Impersonation of officials

Career opportunity scams

Inheritance fraud

Loan scams

Lottery, & prize draw scams

Fraud Recovery

Racing tipster scams

Rental fraud

Work from home 

Vehicle matching scams

139 Reports totalling £289,714 reported lost in RBKC in 2018. 

(Avg £2,084 per victim)



Advance Fee

In reality, you’ll never see a penny.

Because the service/product doesn’t exit.

Best case, you’ve only lost the advance fee.

Worst case, the scammers now have your details.

139 Reports totalling £289,714 reported lost in RBKC in 2018. 

(Avg £2,084 per victim)



Courier Fraud
January 2018 to December 2018.

In the Met Police

There were 1320 reported offences. 

468 where the suspect was successful (35%) 

Victims lost a total of £3,718,792.

Which is an average loss was £7,946 per victim

The average age of victim is 73 years of age.

• 76% of these calls the suspect claims to be a POLICE OFFICER

• 15% from a BANK the other 

• 9% is made up of HMRC, TALK TALK or UNKNOWN

Courier Fraud January 2018 to December 2018 

Borough
Total 

Offences
Complete Incomplete Success Rate

Amount 

Lost 
Avg loss

Kensington & Chelsea 166 41 125 25% £745,254 £18,177

Bromley 92 44 48 48% £405,545 £9,217

Westminster 136 35 101 26% £371,784 £10,622

Camden 85 32 53 38% £229,585 £7,175

Hammersmith & Fulham 67 15 52 22% £159,444 £10,630



Tax Office Bank Police

Courier Fraud & Push Payment



•Your bank, the police or tax office will never call you to ask you to 

verify your personal details or PIN by phone. 

Even by tapping the PIN into your phones keypad.

They would never ask you to withdraw or transfer money, purchase 

goods or offer to pick up your card by courier.

Hang up if you get a call like this.

•Never hand over your PIN, money, bank cards or make purchases 

following an unexpected call.

Courier Fraud & Push Payment Fraud



Computer Software Service Fraud

• Fraudsters cold call victims claiming there is a 

problem with their computer. Or that their copy 

of windows needs “verifying”

• They will often purportedly be from Microsoft, a 

broadband provider or a Computer repair Co’.

• They will ask victims to complete actions on 

their computer and may even be able to 

demonstrate an “error”

• Instruct victim to download a “Remote Access 

Tool (RAT) which gives them the ability to 

control the victims computer remotely.

51 Reports totalling £168,983 reported lost in RBKC in 2018. (Avg £3,313 per victim)



Computer Software Service Fraud

• With remote access to the victims computer 

fraudsters now have access to everything on 

the victims computer including;

• Passwords

• Photos

• Emails

• Webcam

• And are able to download malware.

• They’ll request payment for their “services”

and encourage the victim to use online 

banking. – Once used, fraudsters now have 

access to the victims online banking.

51 Reports totalling £168,983 reported lost in RBKC in 2018. (Avg £3,313 per victim)



Computer Software Service Fraud

• Genuine computer service companies don’t call 

people out of the blue. 

Microsoft don’t have customers details on file.

Hang up if you get a call like this.

• Don’t allow people to remote access your 

computer.

• If you are having issues with your computer, 

contact the retailer you purchased it from

• If you’re having broadband problems contact 

your internet service provider.

51 Reports totalling £168,983 reported lost in RBKC in 2018. (Avg £3,313 per victim)



Investment Fraud
Fraudsters call you to persuade you to invest in all kinds of 

products, including diamonds, wine or art. 

They offer low risk, high rates of return and claim it’s a once in 

a lifetime opportunity and you’ll have to act quickly.

If it sounds too good to be true, it probably is.

Genuine investment companies will not cold call you. 

When considering making an investment research the offer 

and the investment company, speak to Financial Conduct 

Authority if you have concerns

Don’t be pressured into making a quick decision.

Seek impartial financial advice before committing to any 

investment.

£878,645 reported lost in RBKC in 2018. 

(Avg £30,298 per victim)



Phone Scams – What to do…

1. HANG UP!



1. HANG UP!

2. Take 5…

Phone Scams – What to do…



1. HANG UP!

2. Take 5…

3. Verify.

Phone Scams – What to do…



BT Call Protect

Call blockers.

TalkTalk callsafe

VirginSky Talk Shield



Payment Fraud

“Mandate” or payment fraud takes place when 

you or an employee is deceived into changing 

a regular payment mandate (such as a direct 

debit, standing order or bank transfer), by a 

fraudster purporting to be an organisation you 

make regular payments to such as a supplier, 

membership or subscription organisation.

Lawyers firms and builders merchants are 

predominantly targeted. Emails can be 

spoofed or in some cases accounts are 

hacked and “genuine” emails are sent.
£2,131,181 reported lost to Payment Fraud in RBKC in 

2018. (Avg £36,745 per victim)



Bill Bailey Cyber crime Video

https://www.kcsc.org.uk/sites/kcsc.org.uk/files/documents/network_pages/Safer_Neighbourhood_Board/Bill Bailey Cyber crime.mp4


Payment Fraud

Be wary of requests for a change in bank 

account payment details.

Double Check email addresses.

Contact the person directly via phone to 

confirm change in bank details.



Online Shopping Fraud

£242,905 reported lost to online shopping 

fraud in RBKC in 2018.

(Avg £1,404 per victim)



VIDEO The little guide to safe online 

shopping on YouTube.

https://youtu.be/Y-_wPFXK2m4


7 Tips to reduce Cyber Crime.

1. Have a strong password

2. Have an (up to date) anti virus

3. Update software – install patches.

4. Back up your data regularly.

5. Don’t click on links / open attachments (unless verified)

6. Privacy settings on social media.

7. Don’t use public Wi-Fi (for everything)



Password Time to Crack
Mac Book Pro Conficker Botnet

Tianhe-2 

Supercomputer

oscar1990 5 mins 1 sec <1 sec

O5caRd0g!990 9 yrs 4 hrs 2 mins

https://password.kaspersky.com/



So what constitutes a strong 
password?



fish boat tulipfisHboaTtuliP

1995

!!



Password Time to Crack
Mac Book Pro Conficker Botnet

Tianhe-2 

Supercomputer

oscar1990 5 mins 1 sec 1 sec

O5caRd0g!990 9 yrs 4 hrs 2 mins

19fisHboaTtuliP95!! 10000+ cen 5 cen 3 yrs

https://password.kaspersky.com/



Hierarchy of Passwords

Email

Online 

Shopping

Social Media

Miscellaneous 





2 Factor Authentication

• https://www.turnon2fa.com

• Two-factor authentication (2FA) is 

an additional layer of protection 

beyond your password. 

• It significantly decreases the risk of 

a hacker accessing your online 

accounts by combining your 

password with a second factor, like 

your mobile phone.

https://www.turnon2fa.com/


FINAL POINTS.

1. Out of the  

NO THANK YOU!

blue?blue?

1. HANG UP!

2. Take 5

3. Verify.



FINAL POINTS.

1. Out of the blue? 

NO THANK YOU!

2. Be Cyber aware.



FINAL POINTS.

1. Out of the blue?

NO THANK YOU!

2. Be Cyber aware.

3. Tell2





Online Identity Passwords Free Wi-Fi

Updates Phishing

www.met.police.uk/littlemedia

Online Shopping Computer Software Service Fraud Romance Fraud

Payment Fraud Money Muling



www.met.police.uk/fraud



Reporting and Further info

https://www.actionfraud.police.uk/

https://www.actionfraud.police.uk/


FALCON Prevent/Protect/Prepare Team
~

www.met.police.uk/fraud

CyberProtect@met.police.uk

http://www.met.police.uk/fraud
mailto:CyberProtect@met.police.uk

