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1. Purpose
The purpose of this policy is to detail the procedures for the retention, archiving and disposal of information to ensure that Kensington and Chelsea Social Council (KCSC) carries this out consistently and fully documents any actions taken. Unless otherwise specified the retention and disposal policy refers to both hard and soft copy documents. Adherence to this policy alongside other KCSC Information Governance policies will ensure compliance with the Data Protection Act 2018 and our GDPR procedures.
2. Aim and scope
This policy and schedule will support staff, volunteers and where appropriate, contractors and/or consultants in the timely destruction / removal of records from file / electronic media. It also provides guidance in relation to data storage and data security, supporting staff to ensure that data is handled and stored appropriately and securely. 
This relates to all data (including personal identifiable and sensitive data) for which KCSC is the Data Controller (owner).
3. KCSC’s Responsibilities
It is the responsibility of all staff, volunteers, associates and contractors to ensure that data is treated appropriately at all times.
4. Monitoring and review
Responsibility for monitoring the disposal policy rests with the Data Protection Officer (Office Coordinator. The policy will be reviewed annually or more often is required to ensure it reflects current legislation and best practice.
5. Procedures for implementation
Labelling and Storage
All files, both hard copy and electronic, will be labelled by topic and year (if applicable). Electronic copies will be saved in appropriate folders on the network drive. Hard copies will be stored in file cabinets, or archived in the administrative office in the archive cabinet. If documents of similar type and with the same retention and destruction requirements are stored together, they shall also be labelled with a “destroy after” date so that they do not have to be reviewed additional times.
Review 
KCSC will regularly review all the information it holds to determine whether they should be destroyed, retained for a further period or transferred to an archive for permanent preservation.
Records should be kept for as long as they are needed to meet the operational needs of the organisation, together with legal and regulatory requirements. KCSC has assessed its records to:
· Determine their value as a source of information about the organisation, its operations, relationships and environment.
· Assess their importance as evidence of business activities and decisions.
· Establish whether there are any legal or regulatory retention requirements. 
· Establish the retention periods for each specific type of document; see Appendix 1 for the retention schedule. If further guidance is required please contact the Data Protection Officer.
Destruction
Once the decision has been made to dispose according to the Retention Schedule, the data should be deleted, shredded or otherwise destroyed to a degree equivalent to their value to others and their level of confidentiality. The method of disposal varies and is dependent upon the nature of the document. 
· Non-sensitive information – can be placed in a normal rubbish bin.
· Confidential information – cross cut shredded internally or send to a secure shredding company.
· Highly Confidential information – cross cut shredded cross cut shredded internally or send to a secure shredding company.
· Electronic equipment containing information - destroyed securely and for individual folders, they will be permanently deleted from the system.
Destruction of electronic records should render them non-recoverable even using forensic data recovery techniques.
The Data Protection Officer will securely shred any office documents scheduled for destruction once a year in April. Staff will be reminded to review their saved documents and contribute their paper documents if warranted.



Archiving
Where records are likely to have a historical value, or are worthy of permanent preservation, KCSC will keep them in archives in the administrative office in the archive cabinet. Electronic documents will similarly be saved in the archive drive on the shared network drive.
6. Sharing of information
Duplicate records should be destroyed. Where information has been regularly shared between business areas, only the original records should be retained in accordance with the guidelines in section 2 above. Care should be taken that seemingly duplicate records have not been annotated.
If KCSC shares information with other bodies, it will ensure that they have adequate procedures for records to ensure that the information is managed in accordance with the organisation’s policies, relevant legislation and regulatory guidance.
If relevant to do so, KCSC will carry out a data privacy impact assessment and update our privacy notices to reflect data sharing.
7. An audit trail
Employees do not need to document the disposal of records which have been listed on the records retention schedule. Documents disposed of outside of the schedule either by being disposed of earlier or kept for longer than listed will need to be recorded for audit purposes.
This will provide an audit trail for any inspections conducted by the Information Commissioner and will aid in addressing Freedom of Information requests, where KCSC no longer hold the material.
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The Record Retention Schedule is organised as follows:
A. Accounting and Finance (bank records, invoices/bills and petty cash)
B. Contracts, Grants and Service Level Agreements (SLA)
C. Governance Records
D. Correspondence and Internal Memos
E. Electronic Documents
F. Insurance Records, Lease and Legal Papers
G. Other reports (research, project, policies)
H. Personnel Records
I. Health and Safety Records
J. Data base (CIVI CRM) Records
K. Self-Care (Charity Log) Records
L. Historical Documents

A. Accounting and Finance
	Record Type
	Retention Period

	Bills and payments confirmations
	6 years

	Invoices and income schedules
	6 years

	Bank Statements and Cancelled Checks
	6 years

	Petty cash records
	6 years

	Electronic banking – transactions, payment files, deposits, withdrawals and audit trail
	Same as paper records

	HMRC taxes records
	6 years

	Annual Audit Reports and Financial Statements
	As long as the organisation is active

	Annual Plans and Budgets
	2 years

	Payroll and Staff Expenses Forms
	6 years

	Pension records
	6 years from the end of the scheme

	Sick pay, maternity pay, parental leave pay
	3 years after end of payment

	Investment Records
	6 years after sale of investment



B. Contracts, Grants and Service Level Agreements (SLA) both paper and electronic copies
	Record Type
	Retention Period

	Grant funding reports
	6 years after grant made 

	Initial proposal –end user requirement, list of approved suppliers, statements of interest, draft specification, agreed specification, evaluation criteria and invitation to tender
	6 years, regularly updated, 1 year from date of last paper, destroy when specification agreed, 6 years from end of contract, 6 years from end of contract and 6 years from end of contract

	Tendering- unsuccessful documents, successful documents, background information, interview panel documentation, commissioning letter, signed contract
	1 year after date of last paper, 6 years from award of contract, 1 year after date of last paper, 1 year from end of contract, 1 year from end of contract, 1 year from end of contract and 6 years from end of contract

	Contract operation and monitoring – report from contractors, schedule of works, bills of quantity, surveys and inspections, records of complaints, disputes over payment, final accounts and minutes and papers of meetings
	2 years from end of contract, 2 years from end of contract, 16 years, 2 years from end of contract, 6 years from end of contract, 6 years from end of contract and 6 years from end of contract

	Amendments to contracts – changes to requirements, forms of variation and extensions to contract
	6 years from end of contract



C. Governance records both paper and electronic copies
	Record Type
	Retention Period

	Trustee Records 
	10 years

	Signed minutes of the Board and all committees
	Permanent

	Memorandum of articles and certificate of incorporation
	Permanent

	Annual General meetings minutes and Annual reports 
	Permanent

	Complaints about KCSC or its Board
	3 years

	Register of complaints
	10 years



D. Correspondence, Emails and Internal Memos
General Principle: Most correspondence and internal memos should be retained for the same period as the document they pertain to or support. For instance, a letter pertaining to a particular contract would be retained as long as the contract (6 years after expiration). It is recommended that records that support a particular project be kept with the project and take on the retention time of that particular project file. 
Correspondence or memoranda that do not pertain to documents having a prescribed retention period should generally be discarded sooner as a good housekeeping practice. This is left at the discretion of each employee.
E. Electronic Documents
1. Electronic Mail: Not all email needs to be retained, depending on the subject matter. 
· All KCSC business-related emails should be downloaded to the shared server.
· Staff are expected to organise their mailboxes with folders with a view to be accessible for potential handover in case of accident or when leaving the organisation. 
· Staff will take care not to send confidential/proprietary KCSC information to outside sources. 
2. Electronic Documents: including Microsoft Office Suite and PDF files. Retention also depends on the subject matter.
As in section D, electronic documents that do not pertain to documents having a prescribed retention period should generally be discarded sooner as a good housekeeping practice. This is left at the discretion of each employee.
3. Web Page Files: KCSC website
	Content Type 
	Description
	Disposal

	Blocks x 3
	To create section landing page - 3 blocks
	Website component - delete when no longer needed

	Book page
	Books have a built-in hierarchical navigation. Use for handbooks or tutorials.
	Website component - delete when no longer needed

	Event
	Do not use this content type to add an event, use the add an event on CIVI instead.
	Auto-unpublishes when event is done. Do not delete as stored on CIVI CRM

	Funding Update
	Use this content type to add a funding update.
	Please make sure funding is appropriate for local charities and select unpublish date after a year. Delete after 2 years.

	Group Support Page
	Use this content type to add a group support page.
	Group support pages are not deleted but updated. These pages are information and resource pages for charities.

	Maps
	Used to imbed Google Maps iframes
	Website component - delete when no longer needed

	Network/Forum
	Use this content type to add a network/forum page. It's for the forum landing page for example OPPN
	Do not delete but unpublish when forum/network no longer running like Earls court forum

	News
	Use this content type to add a news article.
	Select unpublish date after 12 months, delete after 2 years

	Node export: import
	Import content using Node export.
	Website component - delete when no longer needed

	Noticeboard
	Use this content type to add a noticeboard post.
	Select unpublish date after 12 months, delete after 2 years. Events and jobs will auto-unpublish when date is passed.

	Page
	Use this content type to add static content, such as an 'About us' page.
	Website component - delete when no longer needed

	Poll
	A poll is a question with a set of possible responses. A poll, once created, automatically provides a simple running count of the number of votes received for each response.
	Not used since 2003, use Webform instead.

	Project
	A time limited project run by KCSC. such as reaching potential page, KCPIN, or other campaigns page.
	Indefinite

	Publication
	Use this content type to add a publication.
	Indefinite

	Recent Projects Slider
	Do not use, use slideshow for home page slider
	Website component - delete when no longer needed

	Resource
	Use this to add a link to an external resource. e.g. to signpost to the latest reports, tools etc.
	Website component - delete when no longer needed

	S-C Group 1 to 1
	
	Website component - delete when no longer needed

	S-C Group Grp
	
	Website component - delete when no longer needed

	S-C Service
	
	Website component - delete when no longer needed

	Slideshow
	for news items or advert to go on the homepage carrousel
	delete when no longer current.

	Training/Learning Event
	Use this content type to add details of training/workshops/conferences from other providers.
	will unpublish automatically after the event is passed. Delete after a year.

	Voluntary Organisations Forum
	Use this content type to add a voluntary organisations post. It's for the VOF's landing page for example Main VOF
	Do not delete but unpublish when forum/network no longer running like engaging communities VOF.

	Web form
	
	Indefinite




KCSC does not automatically delete electronic files beyond the dates specified in this Policy. It is the responsibility of all staff to adhere to the guidelines specified in this policy.
F. Insurance and Legal Records
	Record Type
	Retention Period

	Annual Loss Summaries
	10 years

	Audits and Adjustments
	3 years after final adjustment

	Certificates Issued to KCSC
	Permanent

	Claims Files 
	Permanent

	Property Insurance Policies
	Permanent

	Insurance Policies (including expired policies)
	Permanent

	Lease Agreement
	Permanent

	Litigation Files
	1 year after expiration of appeals or time for filing appeals

	Court Orders
	Permanent

	Requests for Departure from Records Retention Plan
	10 years



G. Other reports
	Record Type
	Retention Period

	Consultant's Reports
	2 years

	Policy and Research - Projects
	5 Years

	Material of Historical Value (including pictures, publications)
	Archived permanently

	Policy and Procedures Manuals – Original
	Current version with revision history 



H. Personnel Records
	Record Type
	Retention Period

	Personnel file, including salary, raise and bonus, Induction records and DBS
	6 years after employment ceases

	Offer letter and signed contract
	6 years after employment ceases

	Training records
	6 years after employment ceases

	Time Sheets
	2 years

	Maternity records (MatB1 form)
	3 years after end of tax year where maternity pay ends.

	Parental leave
	5 years from birth/adoption

	Redundancy
	6 years after redundancy

	Statutory sick pay
	3 month after the end of the period

	Recruitment Records – Application form, interview notes, shortlisting rating for unsuccessful candidates
	6 month to a year after hire

	Job Descriptions
	3 years after superseded



I. Health and Safety records
	Record Type
	Retention Period

	Annual risk assessment
	Permanent

	Accident book
	3 years from the last entry



J. Data base (CIVI CRM) records
	Record Type
	Retention Period

	Individuals record of organisations’ staff
	5 years of inactivity

	Individual not linked with an organisation
	3 years of inactivity

	Local organisations records
	Permanently

	Other organisations records
	As appropriate for our usage

	Statutory or funders records 
	Permanently 



K. Self-care (CharityLog) Records
	Record Type
	Retention Period

	Individuals medical record
	40 years statutory

	
	






Appendix 2: Data security guidelines for staff
Physical Security 
· Control access to buildings / rooms containing computer hardware (eg: laptops and PCs) 
· Take adequate precautions against burglary, fire or other natural disasters 
· Ensure that casual passers-by or other unauthorised personnel cannot read data on screens or printouts 
· Keep source documentation (hardcopy from which personal data is extracted) secure and locked away when not in use. 
· Handle and dispose of printed material containing personal data securely 

Electronic Security 
· Ensure that all PCs and Laptops are protected with appropriate, approved anti-virus and firewall software and ensure these are kept up-to-date (seek technical support if required) 
· Ensure the security and safety of laptops and other mobile devices 
· Safeguard individual passwords closely and do not divulge them to others 
· Follow good practice when setting passwords 
· Make full use of facilities to restrict access on the basis of authority levels where appropriate 
· Ensure that mobile devices (such as laptops / pen/hard drives) are not used to store personal data 
· Ensure that mobile devices (such as laptops / pen/hard drives) are accounted for and can be located immediately when necessary 
· Always use approved software when storing personal data 
· Do not download any unauthorised software under any circumstances (seek technical advice if required) 

Additional Safeguards 
· Anonymise data as far as possible 
· De-personalise data for statistical analysis 
· Give access to data only on a "need to know" basis 
· Restrict the use of data; i.e. the number of people it is disclosed to and the time retained 
· Delete, purge and archive data that is no longer required 
· Do not create parallel files (e.g. do not keep multiple copies, as this can cause confusion!) 
· Encourage more discipline when holding information; do not hoard data. 

Practical Security Measures - All staff must adhere to the following: 

DO: 
· Challenge the identity of anyone unknown.  
· Lock draws, cupboards, filing cabinets when not in use. 
· Lock, log off or turn off computer if left unattended even for a short period of time. 
· Record only that which is relevant, adequate and not excessive. 
· Securely destroy any paper data that is no longer needed (shredding is recommended). 
· Make sure that all personal identifiable information in a draw is locked, cabinet or cupboard if you are leaving it unattended, even for a short period of time. 
· Report any actual or potential breaches of security to a senior manager and/or the Information Governance Lead at the earliest possible opportunity. 
DO NOT: 
· Give computer password(s) to anyone else to use. 
· Access information they are not entitled to see (this may result in disciplinary procedures). 
· Leave laptop / mobile device on view in a public place. 
· Store emails indefinitely or forward emails containing sensitive personal identifiable information. 
· Leave confidential paper based information (e.g. personal identifiable information) on view, whether at a staff members desk, in the office, or in any public area. 
· Leave personal identifiable information in the back or the boot of a vehicle, whether on display or not. 
· Take personal identifiable information home unless staff have the express permission of their Line Manager, and can ensure it is stored securely.  
· Give out information about a data subject in general conversation to anyone, including work colleagues, friends or relatives. 
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