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L ocal Statistics

* 95% of children use a computer and phone
e 22% have the computer in their bedroom

 16% use It for social networking and 19% use a
webcam (all below the age of 13 — the minimum
age to have a Bebo, MySpace or FaceBook
account)

Pupil home access and eSafety survey findings: Febru ary 2009
This was completed by 1136 pupils. 90% were Years 3-6, with 53% boys and
47% qirls. They mainly came from 15 RBKC primary schools.



L ocal Statistics

* Only 48% report that their parents always know
what they are doing on the computer, with 39%
reporting their parents have limited or no
knowledge of what they are doing.

 Only 53% of the puplls reported never finding
pictures, videos that make them feel
uncomfortable or sites they think are
Inappropriate, with 13% (151 children) finding
such material most or all of the time.

Pupil home access and eSafety survey findings: Febru ary 2009
This was completed by 1136 pupils. 90% were Years 3-6, with 53%

boys and 47% girls. They mainly came from 15 RBKC primar y
schools.



Different usage
ADULTS YOUNG PEOPLE

Mostly email & web Interactive chat, IM,
for research Music, Games, Blog




Knowledge vs. Wisdom

KNOWLEDGE WISDOM
Many children pick Understanding how
up technology to behave in a

quicker! l ' virtual world




Why is the internet so
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What are the risks?




Potential risks

73% of online adverts are not clearly labelled maki  ng it difficult for children
and adults to recognise them

57% of 9-19 yr olds have come into contact with onl  ine pornography
accidentally.

4 in 10 pupils aged 9-19 trust most of the informat  ion on the internet. _
1/3 of young people have received unwanted sexual 0  r nasty comments online.
Only 7% of parents think their child has received s  uch comments.



Blur between
content &
advertising

Subtle
requests for
marketing
information-

“Tell a friend”

Invasive
programmes -
adware/popups

Commercial risks
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Content viewed
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@ Inaccurate content
@ Extreme material
@ Pornography

4 in 10 pupils aged 9-19 trust most of the e — =
information on the internet

57% of 9-19 yr olds have come into contact
with online pornography. Only 16% of
parents think that their child has seen
pornography on the internet.




Contact risks

@ Social networking sites

@ Instant messaging (eg MSN)
@ P2P (filesharing)

@ Multi-user online games

@ Chat rooms




Cyberbullying

Threats and intimidation

Threats sent to people by mobile phone, email, or online.
Harassment or stalking

Repeated, prolonged, unwanted contact or monitoring of another person.
Vilification / defamation / prejudice-based bullying

These may be general insults or racist, homophobic or sexist bullying.
Ostracising / peer rejection / exclusion

Set up of a closed group refusing to acknowledge one user on purpose.
Identity theft, unauthorised access and impersonation

‘Hacking’ by finding out or guessing a username and password.
Publicly posting, sending or forwarding information or images
Disclosing information on a website.

Manipulation

May involve getting people to act or talk in a provocative way.



What you can do...

Commerce

© Install software to protect your computer’s security

© Use the free technology: pop-up blockers & SPAM
filters; and your good judgement: don’t reply to
SPAM!

© Check sites for extra security (padlock/https)



What you can do...
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Talk to children about what to do if they do come across
something unpleasant and teach them to be critical

Use child-friendly search engines or set a search filter

Encourage them to use browser tools — Bookmarks &
History

Install filtering but don’t rely on it

Find appropriate sites to visit and try not to overreact —
lots of inappropriate content viewed accidentally



What you can do...
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Get involved with your children online and encourage

balanced use - set time limits

Make sure they know who to talk to if they feel

uncomfortable

Talk about the consequences of giving out personal info or

making information public

Keep the computer in a family room

Agree rules as a family - meeting up @

O

Y
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SMART rules

SAFE - Keep safe by being careful not to give out personal
information - including full name and email address - to people
who you don’t trust online.

MEETING - Meeting up with someone you have only been in touch
with online can be dangerous. Only do so with your parent’s/carer’s
permission and even then only when they can be present.

ACCEPTING - Accepting e-mails, IM messages or opening
files from people you don’t know can be dangerous - they may
contain viruses or nasty messages!

RELIABLE - Someone online may be lying about who they
are, and information you find on the internet may not be true.
Check information and advice on other websites, in books or ask
someone who may know.

TELL - Tell your parent/carer or teacher if someone or
something makes you feel uncomfortable or worried, or you or
someone you know is being cyberbullied.



Recent concerns

Hacking
Sexting
Locator tool

Facebook issues



Hacking

 Usually puplils giving away their passwords
e choosing too simple passwords
e asking friends to set them up

You had a new phone for your birthday but did !
not put a pin lock on it. '

Your brothers’ friends have got hold of your '
phone and they are sending texts, pictures and :
calling your friends pretending to be you

What should you do?



Sexting

e Passing around photos via social
networking

* Friendships/relationships that can go
wrong

e Past catching up with you!



— _________________
’l_'“ You have been talking to an online

1
I
B g 'friend’ for some time. They seem I
' A I really nice and have loads in common |
SR with you. I

They have sent you a photo of !

| themselves and you like the look of them. !
IIt's the holiday and they ask to meet you in the park. '
!

|

1

What should you do?

e Children have to understand that nowhere is private and
that a picture or video of them can be taken anywhere at
anytime and made public within minutes. The only
protection that young people have is the way that they
behave in public. They must be made to understand that
whatever they do might come back to haunt them in the
years ahead. This clearly is a matter for schools to
address through the personal, social and health
education curriculum” —

safetynet



[
| You send some Jokey texts and / .
! pictures to an older friend of your N
! sister. But then they start sending [
you texts that you feel are rude and

| Pictures of themselves that you

| really don't want to look at. Now

j they are asking for you to send \ ' 1]
| them some photos of yourself. You

| feel really uncomfortable about what is going on.

| What should you do?

'You they have been 'talking’ to a 'friend’ on MSN and they
ask you to go on webcam. After a while, they ask you to
do things that you don't feel comfortable with.

What should you do?



Locator tools

Google latitude
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¢ o Find your friends on a map — see nearby
friends and meet up.

®  Share where you are with the friends you
choose.

8 ¢ Control your location and privacy.



Facebook location tool
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Facebook concerns

“A Head teacher has had a group created by parents
attacking her personally, the content of the site is
unpleasant but not illegal, has her picture and is just
getting going in terms of membership. The HT is
concerned/wants it taken down. Although I've reported it
I'm sure that'll come to nothing (the reporting process
doesn't even have a method of feedback) - any other
avenues to explore in terms of their T's & C's?”

Safety Net query



The full T&C's can be found on

http://www.facebook.com/home.php?#!/terms.php?ref=pf but specifically the following
should be justification of getting the site taken down.

3.6 You will not bully, intimidate, or harass any user.

4.1 You will not provide any false personal information on Facebook, or create an
account for anyone other than yourself without permission.

5.1 You will not post content or take any action on Facebook that infringes or violates
someone else's rights or otherwise violates the law.

If the material is aimed at an individual the individual could take civil action for slander
and / or defamation of character. As a first step perhaps the HT could invite the
parents in for a meeting and try and sort it out before it gets to threatening legal
action as very often parents or others don't realise the seriousness of their actions
when posting comments online



Using New Technology - Hints and Tips for
staff working with children and young
people

LONDON
Read this, it might be helpful ... ——
Social Networking hints and tips

Social networking sites are brilliant ways to stay in touch with
friends and share photographs, comments or even play online
applications such as chess orword games. However, they are
also designed to enable advertisers to target you and enticeyou
into buying goods and services based on the ‘profile’information
youreveal. Be web savvy!

*  Social networking sites, such as Facebook, have a
range of privacy settings. Theseare often set-up to
‘expose’your details to anyone. When ‘open’anyone
could find youthrough a search ofthe networking site
oreventhrough aGooglesearch. So,itis importantto
changeyoursettings to “Just Friends” so thatyour
details, photographs etc., can only be seen by your
invited friends.

* Have a neutral picture of yourself as your profileimage.
Don't postembarrassing material.

* Youdonotneedto accept friendship requests. Reject
orignoreunless youknowthe person orwantto accept
them. Be prepared thatyou may be bombarded with
friendship requests or ‘'suggestions'from peopleyoudo
notknow.

¢ Chooseyoursocial networking friends carefully and ask
about their privacy controls.

* Donotaccept friendship requests’ on social networking
or messaging sites from students, pupils oryoung
people(ortheir parents) that you work with. Remember
ex-pupils may still have friends atyour school.

. Exercise caution - for example in Facebook if youwrite
on afriends ‘wall’ all their friends can see your
comment- even if they are notyourfriend.



Know where to report
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www.phonepayplus.org.uk  www.iwf.org.uk WWW.ceop.goV. uk
your operator www. thinkuknow.co.uk

+ your Internet Service Provider
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INFO CENTRE
GLOSSARY

N\

Malware

Mbps
Messenger
Minimise
MMS

Modem
Moderated chatrooms

Moderation
Mouse

MSN
MySpace

HOME PAGE QUICK MENU 4 GLOSSARY OPTIONS >

GLOSSARY: ABCDEFGHIJKLMNOPQRSTUVW X

Bad software. Programs that damage your computer (viruses), steal your personal information (spyware). display unwanted adverts
(adware) or expose your computer to hackers (Trojan horses).

Megabits per second. A way of measuring the speed of a network by counting the number of bits — a single 1 or 0 — sent each second.
A megabits is a million bits.

A program provided by Microsoft which lets people send messages to each other using Microsoft's network. MSN. Also known
as MSN.

To shrink the window that a program is using to an icon.
Multimedia messages/photo messages — pictures and video you can send and receive with a mobile handset.
A device that connects a computer to the telephone network so that it can link to an ISP and access the internet.

A chatroom or other service where an adult is watching the conversations to make sure they do not break the hosting company's
policy on online behaviour. This may include inappropriate language, the disclosure of personal information or behaviour which is
considered dangerous.

Some chatrooms do not have a person watching all the time, but rely on a program that monitors all of the chats and alerts a
moderator when particular words appear. It is, of course, easy to get round this by using misspellings or substitute words.

Supervising what goes on in a chatroom, newsgroup or other online service.

A small device connected to a computer that is used to control the position of a pointer on screen and has one or more buttons that
can be used to make selections or carry out actions like clicking.

Abbreviation of ‘Microsoft Network'. Often used to refer to Microsoft's Instant Messenger.

A popular social networking website that lets users create their own homepages, set up weblogs and add buddies.
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